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1.1 (3ua319Ad Key d1m5u SSL

# cd /root
# pwd
/root
# mkdir ssl
# cd ssl
# pwd
/root/ssl

# openssl genrsa -des3 -out server.key 1024

wafiun password key fifoIns 2 39 (Winseiu) Aaglalua server.key
Generating RSA private key, 1024 bit long modulus

................................................................................... ot
.......... ot

e is 65537 (0x10001)

Enter pass phrase for server.key: 7 nsensvadu 2 ass (Wnseiu) Enter

Verifying - Enter pass phrase for server.key: 4/

# cat server.key

Proc-Type: 4,ENCRYPTED

DEK-Info: DES-EDE3-CBC,88C7881E40404824
N7Y5+GPs4Y1sqcz9xbagWrQVzzlfkzd 744ed4 2RbnVxYxXg0xx6HL TXlacjg/ffOh
Yx0KQaY3DcZ6juBPPF2Jd8vwwFQWQDVIlwzSWVmm6QGV8qCAI4RUa8i3kyWYOJO
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Ybx0K1Wz3fsNpJ/Z+SBRASoaNkY gLMrKIQUmw2lYGsc96i2WRG/if2Culpm22QLi
rWtGxzMzWLBtWQNHOAdLb/IGOfT7zAV6Yet1khWslkUas7(sx90Tkfxg3afyKG1lu
JXs0hGw312NedBLCD3zaKLAh310KHRQMdwBbLzbBeyl3kAt8kwRFhADys+KAAgQb
M70¢Z4fOFDFVgzXn1E2inRYOldgmYdlelQzEBVXxHaL pil TVeU5t+DvAMQ/ewYJuG
DOGUTTO+9ULwUpaugg5obtiy71gmEzNzgsaSke3942aYzNEOJncC3f0u5+KDCQ3
pw/Cgz56/jedal2RIf31D12QTpUL+/9hlzvMFs8d+kBLvisNZAGVHIVRnUg+ez
rX3GDpVeQPxHL+I3rS5VCeAJzmoDftA6YBgfcH+N3tXARWTLISH/1QnNhOQqT7cj9S
ALCON/LhdG2aMdt7QY4zliViLyMjbj7zjWVVITVMUSLI+GVe9cbNLp5240/Lbgan
TOXWIeCQTZ+ZcvYfpsNghO5zLcC1910pAT785¢/GBAG2eOwWHNOCCxiRILZK7OV8Z
ZIFAONRUL2+7Niu8xsLS5EsVVeyiFHk/LgGTApsY8oFyOve5TrlgwEgadbACGPfj
SMMaék/dwgN9aHqQzveXyGMeifcT83CYJV7ZMletOObrh8+ZSYZFtA==

Adallgdmsuasialug

#o n15a39lne server.key gndias server.csr  tgtAGN
IWa serverkey 11
# openssl req -new -key server.key -out server.csr Uszananasiu
/J nsansiaaulinsaiuLad Enter
Enter pass phrase for server.key: —

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [AU]:TH

State or Province Name (full name) [Some-State]: Roi et

Locality Name (eg, city) [I:selaphum

Organization Name (eg, company) [Internet Widgits Pty Ltd:RERU
Organizational Unit Name (eg, section) [::ICT

Common Name (e.¢. server FQDN or YOUR name) [J:ict.reru.ac.th

Email Address [J:kasam_com@hotmail.com

Please enter the following 'extra’ attributes

to be sent with your certificate request J T o e o o
ﬂi@ﬂi%ﬁﬂUI%ﬁ]iﬂﬂULLaﬁ Enter
A challenge password [J: .

An optional company name [J:

# cat server.csr

MIIBSDCCAUOCAQAWgYaxCzAJBgNVBAYTAIRIMRAWDgYDVQQIDAcgUmMIpIGVOMREW
DwYDVQQHDAhzZWxhcGh1bTENMASGATUECgWEUKVSVTEMMAOGATUECWWDSUNUMRcw
FQYDVQQDDA5pY3QucmVydS5hYy50aDEKMCIGCSqGSIb3DQEJARYVa2FzYW1fY29t
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QGhvdG1haWwuY29tMIGIMAOGCSqGSIb3DQEBAQUAAAGNADCBIQKBgQCuUjydd6syG
ZdmWgECcG3X3HL2PQ1VJD8KEMX1TXrDQLQPeGWXOFRFG+W3mzjgMRHV3v/UPgjldo
AuZQQ7Ap+zzijFOCYEMONdmMIDxdVXE5brgBuOCeags|9KBQcp3D4gFX9cKw31tle
gEf2aLZbfZLtJcPcPOy/Sq93aafGLI419QIDAQABOBUWEWYJKoZIhveNAQKHMQYM
BDEyMzQwDQYJKoZIhveNAQEFBQADgYEAPaL/9GANoOyY+8A+ii2ETCkf5p TxdWnGXW
1eoPjGkl6yMtWDIG8Z/tvQd067UD13TyoDEsdLr2wMSkiZVTh+jQUe/RGROrJ4gD
h8HsmM2chtGIFx3U+XgKLKwIPAQjkW+s3nVfvigfXOkQAdWIWVLNIRKeErxONMQzT

Zi0UMga/foY= az1dlwla server.crt

Signature ok

* A5a39IWEa  server.csr Qﬂ@’l’a\‘i
# openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

Signature ok
subject=/C=TH/ST= Roi
et/L=selaphum/O=RERU/OU=ICT/CN=ict.reru.ac.th/emailAddress=kasam_com@hotma

il.com

Getting Private key

| nsensviadulnsetuuds Enter
Enter pass phrase for server.key: —

# cat server.crt
|2ZaoRwhbdfccvYIDVUKPwqOxfVNesNAtA94bDEAVEUb5bebOOoXEd
Xe/9Q+q0XigC51BDsCn7POKMXQJgQzQ12YgPF1VcTIUUAGTQJ5qCwj0oFByncPio
VF1wrDfW2XqoR/Zott9ku0lwIw87LIKr3dpp8YsnjX 1AgMBAAEWDQYJKoZIhveN
AQEFBQADgSYEAUFRIMdzyNTRo+qgaDhZSiy12dXsCIOL5FUpRhRIKYrZ6hTzyn3gB
1beRLQWaMVBOYRb100Bo8HTuFk3jpxd/T3dNo8hl53cMnL8q06DLrZhu59yD/3R6
YpuJr6CZMyAlVYmawygeiz5+/lI0VMhHioifmYHyckOLOhhEVPYLFK8=

Y ~ J
Y p o sApNT el Wansy
oo nagasalng server.crt gneiag )

3 3 Inld 2 lsnsulsf

A v oy a.? '
# Is LINAUAINAL HN

server.crt server.csr server.key
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1.2 AnaanAdludelaisnnaivas Apache24

# cd /root/ssl

# cp ** Jusr/local/etc/apache4/.
# cd /usr/local/etc/apache24

# chmod 400 server.crt

# cp server.key server.key.org

# openssl rsa -in server.key.org -out server.key

| nsenswadulvinsstuuds Enter

Enter pass phrase for server.key.org: —

writing RSA key

# chmod 400 server.key

# Is -l

[mmmmen 1 root wheel 956 Apr 6 18:30 server.crt
-rw-r--r-- 1 root wheel 733 Apr 6 18:30 server.csr
- 1 root wheel 887 Apr 6 18:39 server.key

-rw-r--r-- 1 root wheel 963 Apr 6 18:37 server.key.org

oo pgiaspdlnaAgeng 9 gnaas

o A6

1.3 mauilnlusunsu Apache24 Tisdnad
# ee /usr/local/etc/apache2d/httpd.conf
AULATENINY # 3 UTTIIA
LoadModule ssl_module libexec/apache2d4/mod_ssl.so
LoadModule socache shmcb module libexec/apache2d4/mod socache shmcb.so

Include etc/apache2d/extra/httpd-ssl.conf

1.4 walulng Jetc/rc.conf agiiutanlanunail

Apache24 flags="-DSSL”
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1.5 San1smasniaes

# reboot

(%

Neaaulaiuluswes waasen URL eiail

https://10.3.210.x
https://10.3.210.x/~username // username YoIUNANY

1.6 n1sAURNIULBSWIIBS LN auLUY IP-Based T#5895U https

'
€0 o o

1) NUNAAS P91

# ee /usr/local/etc/apache24/extra/httpd-ssl.conf

[

PnUunideyadernelngmuiisfens dall

<VirtualHost  10.3.210.254:443>
ServerAdmin kasam_com@hotmail.com
DocumentRoot  /home/student/public_html
SSLENngine on
SSLCertificateFile "/usr/local/etc/apache24d/server.crt"
SSLCertificateKeyFile "/usr/local/etc/apache2d/server.key"
</VirtualHost>

<VirtualHost 10.3.211.254:443>
ServerAdmin  kasam_com@hotmail.com
DocumentRoot /home/cheawchan/public_html
SSLEngine on
SSLCertificateFile "/usr/local/etc/apache24d/server.crt"
SSLCertificateKeyFile "/usr/local/etc/apache24/server.key"
</VirtualHost>

2) reboot @inLasivellusunsy Apache suinisuilulndaeuiin wia ldands
solutillaglyidasiansnasnies

# service apache2d4 restart

3) nnaedldnauiinneianyie 3un geniikea https:/ 10.3.210.254 Lavge154ea
https:// 10.3.210.253 &anispauiingnies usasleiiuesnsa agliiulsdniuansneiu
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